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Assureur [FOVI) O
Paort {DDoS)
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Administration {Intrusion]
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Plzaze find H/BL and TOR in allached fiss

POL: HO CHI MINH
B0D: LATAKIA

T/S PORT: KLANG // JEBEL ALY
- 198
3 7/2022
- AM) CO., LTD

1. BL Number: OVG/SGN/LTK-9820/22

BK No., 8-11000/22

-  Freight status: PREPAID

Fr no-reply@cma-cgm.com <it@37-74-68-126.biz.kpn.net> &
- HS code: 400110 st e = »
Vol: 1x20'GP
sbject ill of Lading
-  BL Status: PLEASE HOLD Ti TILL FURTHER INFORM
Kindly check and sdviss connection detas once avaiable. Thanks team. Dear Consignee,

Kindly scknowledge PRE ALERT by replying. Please find attached your Bill of Lading for the current shipment heading to your port.

Shipping customer advised us to contact your email as the
hanks & Best rega consignee/receiver of the goods in transit.

ETA of cargo also included in the attached file. Download to view and also print a copy.
hipping Line CO. LTD (SLD)
-

Thank you for your support.

Best regards,
The CMA CGM Group
CMA CGM | A world leader in shipping and logistics.

From Mearsk Shipping <es@offass.ga> @
To

Fubject Mearsk Shipping Notification

[ {wetvi . opportunitiesforafricans.com/wp-content/uploads/2018/¢

/maersk.png>

Hello,
Please find attached below your Bill of Lading, Packing List and Invoice for the current shipment headed to your port.

bhipping customer advised us to contact your email as it was listed as the consignee/receiver of the goeds in transit.

ETA of cargo also included in the attached files.
Fhank you for your continued support.

Note: We will not be responsible for any charges incurred due to late confirmation of shipping documents.

MAERSK LINE - The Shipping & Logistics Group.

, " > % 3 " " :$ "




"

2 6Il

"

>

%

#

D " ” 6 $ ( 6" ”
2 5 15%*&?;,> 03

® Wordpress compromis
M Plesk
= Ngrok
TinyURL
B WebhostApp
B Amazon
B Submit-form

W cutt.ly
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Objets de mails de phishing
ciblant le secteur maritime

Sulvi d'étapes de
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CMA-CGM-COSUGRRT725260.htm

Receipt.html )
Linc Shupping  Documents | |\[
BL-SHIPPING DOCS INV (N
DOCUMENT BollL WAY.aden.html
COSCOfOOLU2T04863890 himl [IPPMENT

Shipping Docs.ixt I‘.it;..n.l B N/] /\ l I{ S I%“( v«:u

SURRENDER PI ETA . \]L arsk \I\kllm‘lll‘html
]\\ I)(K ) \I}\I DOCUMENT htm

o MSK e E ll) Original
Tracking RBil! VESSE]
]l ll] O\uwwu
Documents pdt Imnl
- NO 1{1 - ) 4
: Msk N y d ' WAYBILI
BLs h:pm\m htm ;"|.k-\:p
P Maerskla inm 1 = ' )
- DRFT AAX  leiex
( \1 A-( (I\I ' : NVOIC] mNotification
o DETAILS HTMICMA I
{I\IR'\I\ \Hllll'\(rl)(l( L \Ii\l\hlm
BILL Bol

0 DOCUMENTS. html

MAERSKLINE-DOCUMEN 1L htm

Reminder
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Noms de piéces-jointes malveillantes
ciblant le secteur maritime

Zones Nom d'acteurs du
géographiques secteur

logistiques

5
=

Noms de navires

®

La convention de d Certains fichiers b i Les fichiers seront A i Les données de suivi b ( L "
e es noms de fichiers
nommage reprend le proposent un pays ou crédibles en des étapes de départ, a6 fastaraticn sont
type de navire MV, une zone mentionnant des d'arrivée, rendez- e
\ BBG, etc. | géographique. & acteurs spécifigues L vous sont reprises. /.' \ i
2 ~ = = R F= mer - &
/ MV \ g::; Aquag:-'al-nnex Port agency Proforma \
Vessel i appointrent Invoice
Vsl mpung Agency Vendor new form Order_pro
Bozat Arrival Copy
MT Sailing Swift
BBG Detls Arrival Notice and
sailing vessel Detail Tax Invoice
details TLX tracking Consignment
Vessel DETLS number Details BL
/ CT™M Bill of Lading And
N - TBN Proforma Invoice
DWT BL-Copy
Appointment letter Telex AND BL
J Balance Payment
i P Swift
, " > % ,. " " 5 % & 7 ,. > 0 3
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Etape 1
Initial access

=~
b

|' L'utilisateur
| télécharge et ouvre

Spearphishing
Attachment
T1566.001

Email utilisant le
jargon professionnel
maritime pour piéger

la victime. L'email
contient une piéce -

jointe malveillante
souvent compressée

dans une archive
pour contourmer les

défenses
\\ périmétriques.

Ia pidce-jointe )

- (

( $
6/ |I.

6 y

##2 o ( o+ ((((

Cyber Kill Chain type de I'infostealer

L
:-

] Etape 2 N Etape 3 Etape 4
Execution Collection fll Command & Control

~ 0™
/' User Execution:
Malicious file
T1204.002

La piéce-jointe sous
forme d"archive
délivre, une fiois

décompressée, un

document
bureautique ou un
fichier exécutable en
premier stage.

o, -~ ~

Une fois installé, le Les donnédes
malware collecte de collectées sont
nombreuses données transmise vers un
depuis la machine serveur distant.
compromise telles s
que les mots de

passe, identifiants,
cookies de session, le
presse-papier, elc. |

% &7?2;,> 03
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300
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NOMBRE DE MALWARE COLLECTES
o 5
=)

50

Janw-22 Féur-22 mars-22 avr-22 mai-22 juin-22 juil-22 aodt-22 sept-22 oct-22 nov-22 déc-22
ATE
W Formboak m Agent Tesla m Snake Keylogger Lokibot W Guloader ® Remcas W AveMaria B STARRAT
m Smokeloader m Blusteale ® Nanocore W (Quasar m Netwire Rediine Phoenix Keylogger ® Ematet
B Pony 8 ModiLoader W NjRAT B AsyncRat | Vjwlrm o SpyMax M Racoon Eneshta
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Formbook TTPs
|

» . Defense
i

Command &
E‘ﬁltranon

i Spearphishing 1 [ UserExecution | Disabling | Credentials from Query Registry Input Capture Commonly Used 1 (" Exfittration Over |
‘ Attachment ‘ [ (T1204) Security Tools Web Browsers (T1012) (T1503) Port (T1043) Command
(T1183) (T1089) (T1503) p and Control
— — = Virtuaiization/ Man in the Data Obfuscation Channel (T1041)
Modify Registry Sandbox Evasion Browser(T1185) (T1001) ) R
(T1112) (T1487) - =
— — Screen Capture Standard
| Obfuscated Files (T1113) Application Layer
or Information -, |_ Protocol (T1071) |
{T1027) Input Capture — o
P (T1503)
| Process
Hollowing
{T1093)
Virtualization/
Sandbox Evasion
(T1497)
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e MY PLAT IMA TEN-PARTICULARS sxe
MVHUAYA_TBN_SHPS_PARTICULAR exe
FORMBOOK m - ary  MVOCEANDRAGON_PARTICULARS.exe

WV SCECFORTUNEVESSELPARTICULARS éxé
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AgentTesla TTPs

Initial Access

Speaphishing | [ Explotaionfor | [ Rogistry Run
Atachment Chort Expcuton Keys / Statup
- = | Fobger
Scheduled Task f
————————— | Scheduled Task
Windows —
Management
| nstrumentation
| Madcicus
| Fia
"
; > % 6 8

Received: from unknown by localhost (amavisd-new, unix socket) id 891dNodfiRbV
for <brotaru@electroputere.ro=; Tue, 11 Oct 2022 10:48:34 +830@ (EEST)
Received: from maersk.com (unknown [45.137.22.249])
by spin.electroputere.ro (amavisd-milter) with ESMTP id 29B7mRnp©21289;

Tue, 11 Oct 2022 10:48:27 +8300
(envelope-from <info@maersk.com=)
From: "services" <info@maersk.com=>
o: brotaru@electroputere.ro

Subject: TOP URGENT//RE:SHIPMENT SCHEDULE/MAERSK SHIPPING LINE.

,u > 9% Y >
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Lokibot TTPs

m

Parsstencs
Spoarphishing Commandand | | Scheculed Task Abuze Eevaton [reP e — Credertas fom File and Direciory Input Cophuse Application Layer Exfitration Over |
At it | Serpting e Cortrai Controi Pasywors Stes Dscovery | Protoes! | c2cranrel
A RAcheT b8 e : S M- - ey G
et iceed — T e Crecentain Syzern _ Keyogging Wb
P holl Bypass User Bypass User from Web Information Protacols
owers| ] oy - ke - . Froleceld )
Visual Basic Control Comtrol = = — Ingress Tool
Dotk Dec el Caplers Systemn Network, Transfer
- Windows ~ PROCESS peChon e '
Command Process edoemation Keyosong Diecowsey
= — Hee Arteacts Syplan
| Natve amt = . Owneruser
—_— e Fies o
| Sehwduied Task il
| matcsous Fie
Indicatr Removal
File Deteton
Modiy Registry
Otfuscated Fies
Process inection
" Process
Time Based
Evamon
" o
, > % 6 8 K - 5 % # 30 [+

Dear Sir,

Kindly quote your bast price for attached requisitions for our vessel M/V Ocean Legend.

Best Regards,
Tracy Zou
Eastrong International Logistics Ce,, Ltd.

Tel: 86 532 6BBAB265
Address: RM 2607, TOWER A, TOP YIHE IMTERMNATIOMAL PLAZA, MNO.10 MIDDLE HONGKONE ROAD, QINGDAD

Wietnam | Maloysia | Thailend | Singapere | Indonesia | South Korea | Tamsan{China) | Dubai{WAE)
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Vector Stealer en Fevrier 2023

_ R
mn o

[
L=

Mombre de fichiers

0 ey
2023-02-14 2023-02-16

Date

W vectorstealer

¢ PDA-screeners@da-desk.com <PDA-screeners@da-desk.com> )

me <PDA-screeners@da-desk.com> ()
3 mc361862@gmail.com £

PDA Query - 180397~ 1-23 Port Agency Appointmaent

Gd day,

Your reference : 188397/F/18

E—c—
2023-02-20

31/01/2023 11:30

Thank you for your pro-forma DA. We have reviewed the costs you have entered and attached are the following queries for review.

OPERATIONS COSTS

Pilot dues : USD 4,824.00
Agency fee lump: USD 3,845, @0

= Request you to kindly advise us the basis of calculation in order to update the same in the PDA and moved to operators approval

Thanking you in advance for your kind cooperation and swift response,
Yours sincerely,

Vipin Raaja-5
DA-Desk FZ LLC
Phone: +371 4 3636200
Fax : +971 4 3629791

lﬂj 1 piéca jointe : PDA Query - 180397-31-01-23 Port Agency Appointment_pdf.rar ©.
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Vector Stealer TTPs
Initial Access Execution Credential Discovery Command & Exfiltration
Access Control
Spearphishing Expiloitation for W Credentials from l | Account Application Layer [ Exfiltration Over
Attachment Client Execution Password Stores | Discovery Protocol C&C Channel

Malicious File ( Credentials | Software
om b Discovery
Browsers —
Steal Web ] ‘ Drfrucess ‘
Session Cookies | Discovery |
Unsecured |W
Credentials ‘ | Discovery |
\ System Service
. Dwoorey
—_—
I System Location
| Discovery
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> U 1 attachment: AC-14 6525KGS.PDF.arj 1
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Domain registred by month

Domain registred

!

2023-01
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Répartition des attaques par -
rangonglclels par continent
en 2022

B Europe - 42%
W Ase-2m%

] Ocsanie - 2%
W Amériqua - 28%
W Afngue - 1%
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o Belarusian Cyber-Partisans

We have encryption keys, and we are ready to return
Belarusian Railroad's systems to normal mode. Our

conditions;

A Release of the 50 political prisoners who are most
In need of medical assistance.
A Preventing the presence of Russian troops on the

territory of #Belarus.
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